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whoami

Timur ‘x’ Khrotko

■ x@def.dev – dev sec trainings / audits

■ timur@owasp.org

■ linkedin.com/in/timurx

■ github: timurxyz

■ phd

> and you?
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Paraniod mindset brought me here
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Your being secure
shouldn’t feel like 

RULE#1: Relax, don’t be paranoid ,)
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I’m an average Mary/Joe/They
vs

I’m Mr/Mme Target

Who/what is your antagonist
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Stealth mode *

….

Easy target

Spectrum of security/safety

* impossible
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Practical threat model

■ Feasible risks

■ realistic ones + surprises 
■ support scam, deep fake, voice spoofing, fake landing pages

■ risk = loss * likelihood ~ bias

■ Tell yourself scary stories

■ dream up your antagonists
■ skills, routines, professionalism

■ motivation, organization/organizedness

■ resources, budgets

■ corporate approach

■ valuable assets

■ cyber-enabled capabilities

■ vulnerable surfaces

■ negative technical impact...
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In a nutshell

Tune the below aspects of your personal cybersecurity in 

accordance with your own risks and circumstances

○ Your digital identities / personas
■ multiple, structured

○ Your devices

■ updating, multiple, trusted and roadwarrior ones + nihilist

○ The tools you use
■ updated, structured, reliable, interoperable

○ The how
■ conscious, routine, non-paranoid + nihilist

○ Secrets
■ keys, passwords, passwordless, MFA, biometrics
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■ Electronic Frontier Foundation,

Surveillance Self-Defense
■ https://ssd.eff.org/

■ BSI Minimum standard [DE]
■ https://www.bsi.bund.de/EN/Themen/Oeffentliche-

Verwaltung/Mindeststandards/Mindeststandards_node.html

■ NSA Cybersecurity Advisories & Guidance
■ https://www.nsa.gov/Press-Room/Cybersecurity-Advisories-

Guidance/

Guidelines

https://ssd.eff.org/
https://www.bsi.bund.de/EN/Themen/Oeffentliche-Verwaltung/Mindeststandards/Mindeststandards_node.html
https://www.bsi.bund.de/EN/Themen/Oeffentliche-Verwaltung/Mindeststandards/Mindeststandards_node.html
https://www.nsa.gov/Press-Room/Cybersecurity-Advisories-Guidance/
https://www.nsa.gov/Press-Room/Cybersecurity-Advisories-Guidance/
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Threat trends / '23 / IBM X-Force
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Threat trends / '23 / IBM X-Force
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Passizé #phishproof



All rights reserved

Privacy is past tense

INTERLUDE
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Chat Control 2.0
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Palantir Gotham



All rights reserved

Palantir El Salvador

“e- investigator and judge”

"e- monitoring of public space"
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Fizetés mosollyal / Sberbank
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Device + OS + updates + efforts

RULE#2: Have a trusted machine

…such a clean 
machine…
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* Yubikey
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Android = Google Pixel



All rights reserved

A secure by design platform: iOS/iPhone
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'23 >
< '24 
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Chromebook
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You don’t need Windows/Mac apps!
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Min 1 browser / 1 persona

RULE#3: Browser polygamy
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Multirole of you: your digital Shiva

Elemental Commish by CarlosGomezArtist
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Browser polygamy
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Help it to help you

RULE#4: Trust Chrome browser
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A good safety / privacy tradeoff
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Google is your safe address bar
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Which browser will open 
the next random ingress link?

RULE#5: "Cookieless" default browser



All rights reserved

Not Chrome only is your friend
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Firefox Focus has no memory
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